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Title
UTM: How to Open FTPS traffic to a Passive mode FTP Server behind the SonicWALL

Resolution
Article Applies To:

Gen6: NSA E10800, NSA E10400, NSA E10200, NSA E10100

Gen5: NSA E8510, E8500, NSA E7500, NSA E6500, NSA E5500, NSA 5000, NSA 4500, NSA 3500, NSA 2400, NSA 2400
MX, NSA 240, NSA 220, NSA 220 /W. NSA 250M, NSA 250M /W.

Gen5 TZ Series: TZ 100, TZ 100 Wireless, TZ200, TZ200 W, TZ210, TZ210 W, TZ2215, TZ215W.TZ105, TZ105 W, TZ
205, TZ205W

Gen4: PRO series: PRO 5060, PRO 4100, PRO 4060,PRO 3060, PRO 2040, PRO 1260.

Gen4: TZ series: TZ190, TZ190 W, TZ180, TZ180 W, TZ170,TZ170 W, TZ170 SP, TZ170 SP Wireless

Firmware/Software Version: All SonicOS Ehnanced versions.
Services: Firewall Access Rules, NAT Policies

Feature/Application:
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In FTPS (FTP over SSL/TLS) connections, SonicWALL will be unable to scan the PORT or PASSV
commands to determine the Data ports used. In such cases we must configure the server to listen on a
fixed range of Data ports and open the ports in the SonicWALL. Unlike FTP, in FTPS we must also ensure
that the external IP is defined in the FTP server Passive mode settings.

This article describes the configuration required in the SonicWALL to allow a FTP client on the WAN
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(internet) to connect over SSL/TLS to a server configured in Passive mode behind the SonicWALL. For
the purpose of this article a FileZilla FTP server is shown.

Procedure:
FTP Server (FileZilla) Configuration

In FTP Passive mode, when the server responds to the PASV command from the client with its private
IP address and Data port it is listening on, the SonicWALL changes the private IP address to that of the
SonicWALL's WAN IP before forwarding the packet to the client. However, in FTPS the SonicWALL
cannot make such a modification as the traffic is encrypted. Therefore, the FTP server must be
manually set with the publically visible (NATted) WAN IP address.

In the following screenshot the server has been manually configured to listen on a port between TCP
55000-65000 for its Data connection and its WAN IP address has been manually configured.
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[000109)07-08-2013 15:52:54 - [not lagged in] (10 - IP Filer
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(0001 09)07-05-201 3155304 - test 101951276 | - Logging
{0001 03J07-08:201 3 155304 - test (10.195.12.7E | . G5 Settings % Use the Follawing IP:
(0001 09)07-05-2013 155304 - test [10.195.12.76

(0001 09)07-05-201 3 15:53:04 - test [10.195.12.76

In that case, the IP address of
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Click To See Full Image.

The following configuration enables SSL/TLS on TCP port 990.

FZ FileZilla Server {127.0.0.1) -1al x|

File Server Edit ?
|78 5682 oo

(0000B0]1 4082017 17-38:55 - test [10-195.12.148) TYPE |
(D00DE0N 4-08-2012 17:38:55 - test (1019512148} 200 Type setto
(0000B0 4-08-2012 17:38.55 - test (10,195,121 48] PASY
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(D000E0N 4-08-2012 17 3555 -
(D000EON 4-08-2012 173555 -
(0000&0N 4-08-212 17:38:55 -
(0000E0)1 4-08-2012 17:38:55 -
(0000E0)1 4-08-2012 17:38:55 -
(D000ETN 4-08-2012 173337 -
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Retrieving settings, please wait.
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test (10.195.12.148)> 227 Entering Passive Mode [192,168,170,52.214,221)
test (10.135.12.148)> MLSD
test [10.195.12.148]> 150 Connection accepted

:zz: { FileZilla Server Options
th - 1
{Egt SRR EE ) 551 /TLS settings

[not h - Welcome mess.
[not h P bindings

[nat | -|P Filter

[V Enable FTP aver S5LTLS suppatt (FTRS)

X

FileZilla Server

[nath | Passive mode seltic Private key file: IC:'l,Users'l,Test'l,Desktcup'l,FiIeIiFe.key

[noth . )
- Security settings

Brawse..,

[nat

Certificate file: I Ci\Usersi TestiDeskkopstar_filelife_cam.crt Bromse, . |

test(1 | i Miscellaneous
test[ | - Adnmin Interface et Passrord will be
::2: E - Logging Key password: | ssssseene stored in

- @55 Settings plaintext,

test [
test[ | - SpeedLimis
test [ Filetransfer compres

test [ i
test [
test [
test [
test [

[V allow explicik FTP over TLS
[V Disallow plain unencrypted FTR

[V Force PROT P ko encrypt file transfers in 55L/TLS mode

Listen For implicik 551 TLS connections on the Following ports {default; 990):

teat [

test [ | 990
test [
test [ Maote: Explicit FTP aver TLS shares the normal FTP part!

test [

test [: Cancel |

Generate new certificate, .,

test |
test [

Click To See Full Image.

SonicWALL Configuration

Create Service Objects

Login to the SonicWALL management GUI.

Navigate to the Network > Services page.

Create the following service objects.
TCP Port 990 for FTP Control

TCP Port range 55000-65000 for FTP Data

Add the newly created objects to a group

SONICWALL>

Mame:
Protocal:
Port Range:

Sub Type:

Network Security Appliance

|FTP SSL Control Port

| TCP(E) =l
|9a0 - 290

INone *I
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| Ready

(0]:8 Cancel

Click To See Full Image.

SONICWALL> | Network Security Appliance

Marne: |I—_|'P Custom Data Ports
Protocol: I TCR(E) j
Port Range: |55000 - [B5000
Sub Type: Im
|Readv
Ok Cancel

Click To See Full Image.

SONICWALLY | Network Security Appliance

Marne: II—_l'F" Zustom group

MNetBios TGP ~| |FTP 35L Control Port =]
MetBios UDP FTF Custom Data Ports

RFC Services

RPC Services (lAMNA)
DRF

MetFlow £ IPF
WRRFP

FTF (Al

FTF Custom

FTF Custom Control EI =i

= e Remove All

| Ready

8] Cancel

Click To See Full Image.

Create Address Objects
Navigate to the Network > Address Objects page.

Click the Add a new address object button and create two address objects one for Server IP on LAN and
another for Public IP of the server.
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Click the OK button to complete creation of the new address objects.

SONICWALL> | Network Security Appliance

Mame: |FTF' Server Private
Address Object for Server on LAN :

Zone Assignment: | LAMN j
Name: FTP Server Private - IH : _I
Zone Assignment: LAN i i
Type: Host IP Address: |1EIE.1EE 1.100
IP Address: 192.168.1.100

| Ready

| oK | | Cancel
Click To See Full Image.

SONICWALL> | Network Security Appliance

Mame: IFTF' Server Public
Address Object for Server's Public IP

Zone Assignment: I WAN ;!
Name: FTP Server Public Type: | Haost j

Zone Assignment: WAN
Type: Host IP Address: |1 T4
IP Address: 1.1.1.1

| Ready

| Ok | | Cancel

Click To See Full Image.

Create an Access Rule

Navigate to the Firewall > Access Rules page.

Navigate to the WAN > LAN page.

Create the following access rule.

https://support.software.dell.com/kb/sw 10094 57



2/22/2016 UTM: How to Open FTPS traffic to a Passive mode FTP Server behind the SonicWALL (SW10094)

DONICWA Network Security Appliance
General Advanced | QoS |

Settings

Action: ® plow C pery © Discard

From Zone: AN j
To Zone: LA j
Service: FTP Custom group <= j
Source: Ay j
Diestination: FTP Server Public i j
Lsers Allowed: All j
Schedule: Alwiays on j
Comment:

I¥ Enable Logainig ™ Enable Geo-IP Fiter

¥l Fragrnented Packets I Enable Botnet Filter

™ Enable fiow reporting

I Enable packet monitor

|Ready
0]:4 Cancel Help

Click To See Full Image.

Create a NAT Policy

Navigate to the Network > NAT Policies page.
Create the following NAT policy.

SONICWALLY | Network Security Appliance

Seneral Advanced

NAT Policy Settings
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Criginal Source: Ay j
Translated Source: Criginal j
riginal Destination: FTF Server Fublic j
Translated Destination: | FTP Server Private j
Original Service: FTP Custom group s j
Translated Service: Criginal j
Inbound Interface: A1

Outhound Interface: Any ¥

Cormment:

¥ Enable MAT Palicy

|Ready

(0] Cancel Help

Click To See Full Image.
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