Exchange 2003 RPC over HTTP Configuration on a Single Server

Information researched on Microsoft website and compiled by Matt Kuhnline
Additional screenshots and instructions by Matt Kuhnline

Prerequisites:

Server -

Exchange 2003 Service Pack 1

Windows 2003 Server

Microsoft Certificate Services 2003 to create SSL Certificate (see pages 11 and 15 - 24)

Firewall -
Open ports 80, 443

Client -

Windows XP Pro Service Pack 1 with Hotfix Q331320 or Service Pack 2
Outlook 2003

Add HTTP Proxy server as Trusted Certificate Authority (see page 1D, step 12)
Hotfix Q331320 can be found on Google by searching for Q337320 Download

Information current as of 09-14-04.



Quick Client Setup Steps:
Make sure Windows XP (Home or Pro) SP1 is installed

1.
2.

N o v

Search Google for 0331320 download and download and install it. (this is included with

XP SP2 so skip this if you already have SP2)

You must be connected to the local network of your exchange server or connected via
VPN for the following steps. Once you have completed these procedures, you will not

need to VPN again for Outlook.
Open Outlook 2003

Click Tools, Email Accounts, Select View or Change and click Next

Click your Exchange Settings and click Change

General Advanced | Securty | Connection  Remote Mail
Encryption
[“JEncrypt data between Micrasoft Office wm
ard Microsoft Exchange Server
Liser idartification
{Always prompt for g&ﬁi’ name ard mswd
we;,tan mwmk ﬁez:mﬁsy
§Kﬁ{w€§§’f‘€“fm Password Authertication v
| ok || cancel || apply |

Encrypt Data
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Genersl Advanced | Security Connection  pemote Mail

Connection

Use these settings when connecting to my Exchange
server when working offline:

&3 Connect using my Local Area Network (LAN)
{3 Connect using my phone fine
OiConnect using Internet Explorer's or & 3rd party dialer

Modem

Exchange over the Internet
[FlConnect to my Exchanae mailbox usina HITH:
{ Exchange Proxy Settings... i

| ok || cancel || apoly




Microscft Office Outlook can commuricate with Microsoft Exchange Server over the

Internet by nesting Rémote Procedure Calls (RPCY within HTTP packets, Select the
protocal and the identity verification method that you want to use, If you don't know
which options to select, contact vour Exchange Server Sdmicistrator.

~Corpection settings
{ise this URL to connect to my proxy server For Exchangs:
- https:f | mail senerMage. com

10. Do this:

Mutually authenticate the session when connecting with S5
Principal name for proxy server:
| msstdimal. Soweaweame, conn

Ori Fast networks, connect using HTTP first, then connect using TCPIP
O slows networks, connect using HTTR first, then connect using TCRJIP

Proxy authentication settings
{Jse this authentication when connecting to my proxy server for Exchange

11. Close Outlook 2003
12. Open Internet Explorer
13. Browse to your secure exchange server site https://mail.domainname.com

14. You will be prompted to accept a certificate

Information you exchangs with this site carnot be viewed or
changed by others. Howswer, there is-a ploblem withthe site's
secusily cetificate.

5%3 The security cetificate was ipsued by & company yoa have
st chosen to tust, View the cemtificate to detemine whether
you want 1o st the certifving authonty,

@ The secuity cenificate date is valid,

@ The securly certificate has & valid name matching the name
of the page you are hiying to view,

Do you want to proceed?

Yes 1 Ho | | View Certificate i




15. Click View Certificate

- Value
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KeviDead 46 7c 554 3e ac 5.,
{1]CRL Distribution Point: Distr...
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WehServer
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16. Click the Details tab and click Copy to File
ificate Export Wizard

Export File Format
Certificates car be exported in 3 varisty of file formats,

Select the format vouwant to use:
{7 DER encoded binary X.509 {,CER)
O Base-64 encoded %509 {.CER)
(+) Cryptographic Message Syntax Standard - PKCS #7 Certificates { P78)

[“linclude all certificates in the certification path if possible:

[ <Back | met> ][ concel |

17. hoose PKCS #7 format and click next

File to Export
Specify the name of the Fie you want to export

File nams:

 C:{Documents and SettingsiusernamelDeskiopicert.p7b | Browse...,

| <pack ILﬁﬁxw ] [ cancet |

18. Click browse and save the certificate to your desktop so you can find it later. Once the
file is saved, close internet explorer.



19. Open Internet Explorer again and click Tools, Internet Options, click the Content Tab and
click the Certificates Button , then click the Trusted Root Certi i ties tab.

Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ € »

Issued To - Issued By  Expiratio...  Friendly Name
Elasa.ECOMRoot CA  ABAECOM Root CA 71912009 DST {ABA.ECOM...
[Eautoridad Certifica...  Autoridad Certificador,.. 6/28/2009  Autoridad Certifi...
[Elautoridad Certifica,..  Autoridad Certificador..., 6292009  Autoridad Certifi...
Elpaltimore EZ by DST  Baltimore £Z by DST 732009  DST (Baltimors E...
%Mgamm E-Trust P... Belgacom E-Trust Prim... 1J21J2010  Belgacom E-Trus...
[ coov HKT SecureM...  CBM HKT SecureNet ...  10/16/2009  CW HKT Securs...
[Ecaw HKT SecureN.., CBW HKT SecureMet ... 10/16/2009  CW HKT Secure,..
[l CaW HKT Securel...  CROW HKT Securshet ... 10/16/2010  CW HKT Secure...
f:&w HKT SecureN... CBW HKT Securelst ...  10{16/2009 CW HKT Secure... &

(ot |

o Cortficats intended purposes

20. Click Import...
21. Click browse and locate your file. You will have to click the drop-down list at the
bottom of the windows labeled Files of Type and select PKCS #7 before you can see your



certificate file. Select your file and click next

Certificate Store
Certficate stores are systern areas where certificates ars kept.

Windows can automatically select a certificate store, or you can specfy & location for
7y Aytomatically select the certificate store based on the type of certificate
(&)Place all certificates in the Following store

Certificate store:
Trusted Root Certification Authorities [ Browse...

§ « Back iwﬁxt;» }% Cancel

22. Place all certs in the following store..., click Next and Finish

Yous are abot to st m certficdte Front b rertfFiation suthorky (CA) da

ot MR com

Windows canret validate that the certificate is achuslly From “road WM .com™, You should confirm s origin by cortacting vl NRAR con”. Thie Folloesng
ey velll assist vind i this process:

Trumbprint {sha ) SINNGC 7O3BE260 27MNEAT SBSTELTF BIBAASTC

Warning:
1 you ristall this oot certificate, Windows el sutoratically trust ary tertificats saued by this CA. Instaling & certificate with an unconfimed
thumbnrint is & security risk, I you ick "Yes® vou acknowledge this risk,

Do o want o install this certificate?

24. You are done.
25. Browse to your secure exchange server site again https:/mail.domainname.com and it
should open the page without prompting you about the certificate. Close Internet

Explorer




26. Click Start, Run and type Outlook /rpediag and click OK

General | Loval Mailbox |

Activity
Server name Type frierface - Conn Status PeqiFal . AvgResp
MAILSERVER Jkerr .com Directory Broadeom ... HTTPS Established 10 30
MAILSERVER Jsrr.com Dipectory Broadoom .. HITPS Established 1o a
MAHLSERVER Jharr,com Mai Broadeom ... HITPS Established Fi0 i1
MIATLSERYVER ey, com Mall Brosdeom ... HITPS Established 240 1
MAILSERVER bherr.com Mall Broadeom ... HITPS Established 140 10
& o 2

! { Reconnect }Ci%:km vestore connectivity to your Micosoft Exchangs Servers,

[ gese |

27. This will lauch Outlook 2003 with the Connection Status window open which will show
the status of the HTTPS connection. The image above shows an established connection.

If you see this, you are finished.




New for Exchange Server 2003 Service
Pack 1 (SP1)

Exchange Server 2003 Service Pack 1 (SP1) includes a new user interface in Exchange System Manager
that enables you to configure your Exchange messaging system to use RPC over HTTP without manually
modifying the registry settings. With this new interface, enabling RPC over HTTP for your organization
involves doing the following steps:



'Single-Server Installation to Use RPC over
HTTP

To configure an Exchange single-server installation to use RPC over HTTP, you will need to complete the
following procedures:

P

Configure an Exchange Server 2003 SP1 single-server installation to use RPC over HTTP
Configure the RPC over HTTP virtual directory
Configure the RPC proxy server to use specified ports for RPC over HTTP

Important After you have completed this procedure, you will need to restart this computer for the changes to take
effect.

To configure an Exchange Server 2003 SP1 single-server installation to use RPC over HTTP

1.

In Exchange System Manager, expand Administrative Groups, and then expand the Administrative
Group that contains your Exchange server.

Expand the Servers object, right-click the Exchange server you want to set as the RPC Proxy server,
and then select Properties.

On the Exchange Server Properties page, click the RPC-HTTP tab, and then select the option next
to RPC-HTTP back-end server.

Click OK.

The following dialog box appears informing you that you do not have an Exchange front-end server in
your organization. Click OK to close this dialog box.

& System Manager

Figure 10 Warning message—no front-end server configured

After you click OK on this dialog box, you will receive another message indicating that you can allow
Exchange to configure your ports automatically to use RPC over HTTP. Click OK to allow Exchange to do
this automatically.

Figure 11 Warning message—incorrect port configured

6. Restart this computer.




To configure the RPC over HTTP virtual directory

1.

6.
7.

Click Start, point to All Pregrams, point to Administrative Tools, and then click Internet
Information Services (IIS) Manager.

In Internet Information Services (IIS) Manager, in the console tree, expand the server you want,
expand Web Sites, expand Default Web Site, right-click the RPC virtual directory, and then click
Properties.

In RPC Virtual Directory Properties page, on the Directory Security tab, in the Authentication
and access control pane, click Edit.

On the Authentication Methods window, verify that the check box next to Enable anonymous
access is cleared.

§ Note RPC over HTTP does not allow anonymous access by default despite what the user interface shows.

On the Authentication Methods window, under Authenticated access, select the check box next to
Basic authentication (password is sent in clear text), and ensure the check box next to Integrated
Windows authentication (NTLM) is checked, and then click OK.

To save your settings, click Apply, and then click OK.
Ensure that you have a valid SSL certificate installed on the virtual server

Your RPC virtual directory is now ready to use Basic and NTLM authentication.

To configure the RPC proxy server to use specified ports for RPC over HTTP
The following ports are required for RPC over HTTP.

Table 1 Required ports for RPC over HTTP

Server e _ Ports (Services)
Exchange back-end server 6001 (store)
6002 (DSReferral)
6004 (DSProxy)

On the Exchange proxy server, start Registry Editor (regedit).

In the console tree, locate the following registry key:
HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\RpcProxy

In the details pane, right-click the ValidPorts subkey, and then click Modify.
In Edit String, in the Value data box, type the following information:

Excii;ngeServer: 6001-6002; ExchangeServerFQDN: 6001~
6002; ExchangeServer: 6004; ExchangeServer FODN: 6004;

®  ExchangeServer is the NetBIOS name of your Exchange server.
e ExchangeServerFQDN is the fully qualified domain name (FQDN) of your Exchange server.

Your Exchange server is now set up to act as both a back-end mailbox and an RPC over HTTP proxy
server.



Deploying RPC over HTTP for Exchange
Server 2003

The following section provides detailed steps about how to deploy RPC over HTTP in your Exchange
Server 2003 organization for the scenarios previously listed. Complete the steps in the following order:

1.
2.

4.
5.
6.

Configure your Exchange front-end server as an RPC Proxy server.

Configure the RPC virtual directory in Internet Information Services (IIS) on the Exchange front-end
server.

Configure the registry on the Exchange Server 2003 computer that communicates with the RPC proxy
server to use ports specified by Exchange Server 2003 for RPC over HTTP communication.

(Optional) Set the NTDS port for global catalog servers acting as Exchange back-end servers.
(Optional) Configure RPC over HTTP for SSL offloading.
Create an Outlook profile for your users to use with RPC over HTTP.

Each of these steps is detailed in the following sections. After you have completed these steps, your users
can start using RPC over HTTP to access the Exchange front-end server.

é Note If you are situating your RPC proxy server inside your perimeter network, you also need to open the specified

:
H
H
H

:

ports on the internal firewall for RPC over HTTP in addition to the standard ports for Exchange front-end
communication. See "Scenario 2: Positioning the RPC Proxy Server in the Perimeter Network." This step is not
detailed in the following procedures.

In;tructions for installing RPC over HTTP in a single-server configuration are included in the section,
"Configuring an Exchange Server 2003 Single-Server Installation to Use RPC over HTTP."

Step 1: Configuring the Exchange 2003
Front-End Server to Use RPC over HTTP

The RPC proxy server processes the Outlook 2003 RPC requests that come in over the Internet. For the
RPC proxy server to successfully process the RPC over HTTP requests, you must install the Windows
Server 2003 RPC over HTTP Proxy networking component on your Exchange front-end server.

To configure your Exchange front-end server to use RPC over HTTP

1.

On the Exchange front-end server running Windows Server 2003, click Start, click Centrol Panel,
and then click Add or Remove Programs.

In Add or Remove Programs, click Add/Remove Windows Components in the left pane.

In the Windows Components Wizard, on the Windows Components page, select Networking
Services, and then click Details.

In Networking Services, select the RPC over HTTP Proxy check box, and then click OK.

On the Windows Components page, click Next to install the RPC over HTTP Proxy Windows
component.



Step 2: Configuring the RPC Virtual
Directory in Internet Information Services

Now that you have configured your Exchange front-end server to use RPC over HTTP, you must configure
the RPC virtual directory in IIS.

z Important RPC over HTTP requires SSL to be enabled on the RPC virtual directory.
To configure the RPC virtual directory

1. Click Start, point to All Programs, point to Administrative Tools, and then click Internet
Information Services (IIS) Manager.

2. InInternet Information Services (IIS) Manager, in the console tree, expand the server you want,
expand Web Sites, expand Default Web Site, right-click the RPC virtual directory, and then click
Properties.

3. In RPC Properties, on the Directory Security tab, in the Authentication and access control pane,
click Edit.

§ Note RPC over HTTP does not allow anonymous access by default despite what the user interface shows.

4. Onthe Authentication Methods window, verify that the check box next to Enable anonymous
access is cleared.

5. On the Authentication Methods window, under Authenticated access, select the check box next to
Basic authentication (password is sent in clear text) and ensure the check box next to Integrated
Windows authentication (NTLM) is checked, and then click OK.

6. To save your settings, click Apply, and then click OK.

Your RPC virtual directory is now ready to use Basic and NTLM authentication.

Step 3: Configuring the RPC Proxy Server to
Use Specified Ports

After you enable the RPC over HTTP Windows networking component for IIS, you can configure the RPC
proxy server to use a specific number of ports to communicate with the servers in the corporate network. In
this scenario, the RPC proxy server will be configured to use specified ports, and the individual computers
that the RPC proxy server communicates with will also be configured to use specified ports when receiving
requests from the RPC proxy server. When you run Exchange Server 2003 Setup, Exchange is
automatically configured to use the ports listed in Table 2.

g Warning Incorrectly editing the registry can cause serious problems that may require you to reinstall your
operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before
editing the registry, back up any valuable data.

To configure the RPC proxy server to use specified ports for RPC over HTTP
The following ports are required for RPC over HT'TP.

Table 2 Required ports for RPC over HTTP

Server  Ports (Services)




Exchange back-end servers 6001 (store)
6004 (DSProxy)

1. Onthe RPC proxy server, start Registry Editor (regedit).
2. In the console tree, locate the following registry key:
HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\RpcProxy

3. In the details pane, right-click the ValidPorts subkey, and then click Modify (Figure 11).

di

Ras

Remote Deskiop REG_52 (value not set)
Rauter REG_DWORD  0x00000001 (1)
REG_5Z EXCHD1:100-5000

1 ClientProtocols
] NameService
] NetBi

J SecurityService
SchedulingAgent
Search
Searchadmin
Secure
ServerAppliance
Shared Tools
Shared Tools Location
SmartCard

Speech
SystemCertificates
Tepip

TelnetServer
Terminal Server Client
TermServiicensing
Tracing
Transaction Server
TShoot
Tuning Spaces
WAB

Figure 11 The RpcProxy registry settings

Exché ngeServér: 6001; ExchangeServerFQDN: 6001; Excb‘angeSe‘rVér: 6004 ; ExchangeServerFQODN: 6
004 '

e ExchangeServer is the NetBIOS name of your Exchange server.
o ExchangeServerFQDN is the fully qualified domain name (FQDN) of your Exchange server.

In the registry key, continue to list all servers in the corporate network with which the RPC proxy
server will need to communicate.



Step 4: Setting the NTDS Port for Global
Catalog Servers Acting as Exchange 2003
Back-End Servers

If you are using your global catalog servers as Exchange back-end mailbox servers that are contacted by
clients using RPC over HTTP, you will need to modify the registry setting on these servers. This step is
also required if you are using a single Exchange server installation.

Waming Incorrectly editing the registry can cause serious problems that may require you to reinstall your
operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before
editing the registry, back up any valuable data.

To confiéure the global catalog server acting as an Exchange back-end server to use a specified
port for RPC over HTTP

1.
2.

° NS kW

On the RPC proxy server, start Registry Editor (regedit).

In the console tree, locate the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\
Parameters

Click Edit, click New, and then select Multi String value.

Create a multi-string value with the name NSPI interface protocol sequences.

Right-click the NSPI interface protocol sequences multi-string value and then select Modify.
In the Value data field, enter ncacn_http:6004.

In Registry Editor, click File, and then select Exit to save your settings.

You must now restart your server for the settings to be applied.
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Step 6: Creating an Outlook Profile to Use
with RPC over HTTP

For your users to use RPC over HTTP from their client computer, they must create an Outlook profile that
uses the required RPC over HTTP settings. These settings enable Secure Sockets Layer (SSL)
communication with Basic authentication, which is required when using RPC over HTTP.

Although optional, it is highly recommended that you use the "Use Cached Exchange Mode" option for all
profiles that will connect to Exchange using RPC over HTTP.
To create an Outlook profile to use with RPC over HTTP
1. Click Start and then click Control Panel.
2. In Control Panel, do one of the following tasks:

e  If you are using Category View, in the left pane, under See Also, click Other Control Panel
Options, and then click Mail.

e If you are using Classic View, double-click Mail.

In Mail Setup, under Profiles, click Show Profiles.

In Mail, click Add.

In New Profile, in the Profile Name box, type a name for this profile, and then click OK.
In the E-mail Accounts wizard, click Add a new e-mail account, and then click Next.
On the Server Type page, click Microsoft Exchange Server, and then click Next.

P N kW

On the Exchange Server Settings page, do the following steps:

a. Inthe Microsoft Exchange Server box, type the name of your back-end Exchange server where
your mailbox resides.

Select the check box next to Use Cached Exchange Mode (optional, recommended).
In the User Name box, type the user name.
Click More Settings.

On the Connection tab, in the Exchange over the Internet pane, select the Connect to my
Exchange mailbox using HTTP check box.

o a0 o

f. Click Exchange Proxy Settings.
9. On the Exchange Proxy Settings page, under Connections Settings, do the following steps:

a. Enter the fully qualified domain name (FQDN) of the RPC proxy server in the Use this URL to
connect to my proxy server for Exchange box.

b. Select the Connect using SSL only check box.
Next, select the Mutually authenticate the session when connecting with SSL check box.

Enter the FQDN of the RPC proxy server in the Principle name for proxy server box. Use the
format: msstd:FQDN of RPC Proxy Server.

e. Asan optional step, you can configure Outlook 2003 to connect to your Exchange server using

RPC over HTTP by default by selecting the check box next to On fast networks, connect to
Exchange using HTTP first, then connect using TCP/IP.

10. On the Exchange Proxy Settings page, in the Proxy authentication settings window, in the Use this
authentication when connecting to my proxy server for Exchange list, select Basic
Authentication.

11. Click OK.
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http://support.microsoft.com/default.aspx ?scid=kb;EN-US;290625

Appendix B: Install a Root Certification Authority Certificate in the Trusted Root Certification Authority
List in Internet Explorer 5.x

You can deliver the root certification authority certificate to the Web site users in several ways. One way is to e-mail it and
have the users install it from the e-mail. Another way is to include a download page on your Web site with a link to the
certificate. A corporate-wide solution is to use the Internet Explorer Administration Kit (IEAK) to push a customer Internet
Explorer browser with the root certification authority certificate already installed into the Trusted Root Certification
Authorities list. However you make the certificate available, one thing stays the same: the way you install the certificate in
the Trusted Root Certification Authorities list in Internet Explorer, as this appendix demonstrates.

NOTE: The certificate must be installed for Internet Explorer to trust that your site certificate is not the certificate that you
just created but instead the root certification authority certificate, which was created when you installed Certificate Server.

For the purposes of this document, download the certificate by using the Certificate Servers Web interface, which is
located at http:// <YourServerName>[certsrv/. After you have arrived at the Welcome page, select Retrieve the
certification authority certificate or certificate revocation list, and then click Next.

You now have two choices:

s Install this certification authority certification path. If you are installing the root certification authority
certificate into the browser that you are currently connected with, click the Install this certification authority
certification path link, and the root certification authority certificate is automatically installed in the Trusted Root
Certification Authorities list in your Internet Explorer browser.

After the instaliation is complete, you receive a confirmation page. -or-

o Download certification authority certificate. If you must install the root certification authority certificate in the
root certification authorities list in any other Internet Explorer browser, you can download it and install it as follows:

1. Click Download certification authority certificate.

2. Select Save the file to disk.

3. Access the location where you saved the root certification authority certificate, and then double-click the
certificate to open the Properties window for that certificate.

Click Install Certificate to start the Certificate Import Wizard. Click Next to continue.
Select Place all certificates in the following store.

Click Browse, select Trusted Root Certification Authorities, and then click Next.
Verify the settings, and then click Finish.

No v

You receive the following message:

The import was successful.

8. Click OK to dismiss this message, and then click OK to close the Properties window.
To see if you receive the trusted root certification authority warning again, close and reopen your browser, and then
open the following Web site:

https:// <MySecureWebsite>/Postinfo.html

NOTE: The Postinfo.htm! page is a standard HTML page that is found in the root of the default Web site.

If you can open this site, you have successfully added your root certification authority to the Trusted Root
Certification Authorities list in your Internet Explorer browser.

The Cer'\{‘.i\‘“‘ke Name /‘\fii{' Mv‘dﬂ ‘Hf\t
name of the Se,rvuA FQDA (W\a‘.\.éo,wg:,\_ me}

Q)C'\"U'\c.(
This meme 15 algs uced in the Exdange Proxy S

E.H‘irg s 1” Ou"\'(ébk
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e Obtain a certificate from a third-party certification authority (CA).

To enable and to require SSL for all communications between the RPC proxy server and the Outlook clients, you must
obtain and publish a certificate at the defauit Web site level. We recommend that you purchase your certificate from a
third-party certification authority whose certificates are trusted by a wide variety of Web browsers.

Important As an alternative, you can use the Certification Authority tool in Windows to install your own certification
authority. By default, Web browsers do not trust your root certification authority in this scenario. When a user tries to
connect in Outlook 2003 by using RPC over HTTP, that user loses the connection to Exchange. The user is not notified.
The user loses the connection when one of the following conditions is true:
m The client does not trust the certificate.
® = The certificate does not match the name that the client tries to connect to.
m The certificate date is incorrect.
Therefore, you must make sure that the client computers trust the certification authority. For additional information
about how to trust a root certification authority, click the following article number to view the article in the Microsoft

Se'e— Knowledge Base:

?05& \Q 297681 Error message: This security certificate was issued by a company that you have not chosen to trust

For additional information, visit the following Microsoft Web site:

http://www.microsoft.com/technet/treeview/default.asp?
url=/technet/prodtechnol/windowsserver2003/proddocs/standard/sag PKPUnCertRoot.asp

Additionally, if you use your own certification authority, when you issue a certificate to your RPC proxy server, you
must make sure that the Common Name field or the Issued to field on that certificate contains the same name as
the URL of the RPC proxy server that is available on the Internet. For example, the Common Name field or the
Issued to field must contain a name that is similar to mail.contoso.com. The Common Name field or the Issued to
field cannot contain the internal fully qualified domain name of the computer. For example, those fields cannot contain
a name that is similar to mycomputer.contoso.com. For additional information, visit the following Microsoft Web site:

http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/ex2k3rpc.mspx

Note While RPC over HTTP does not require SSL, you must modify the registry to enable RPC over HTTP if you do not
want to use SSL. We recommend that you enable and require SSL for your RPC over HTTP communications.

back to the top

http://support.microsoft.com/default.aspx?scid=kb;en-us;833401 7/13/2004
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Configure the Outlook 2003 computer to use RPC over HTTP

Test the RPC virtual directory configuration on the server, and then configure an e-mail profile in Outlook 2003. To do this,
follow these steps:

Step 1: Test the RPC virtual directory configuration

From a client computer, visit the RPC virtual directory to make sure that it is configured correctly. To do this, follow these
steps:

1. On the client computer, start Internet Explorer, type the URL of the RPC virtual directory in the Address list, and
then click Go.

For example, type https://mail.contoso.com/rpc, and then click Go.
2. If you receive the following message, click OK:

You are about to view pages over a secure connection.

Any information you exchange with this site cannot be viewed by anyone else on the Web.

3. If you receive a message that states that the certificate was issued by a company that you have not chosen to trust,
make sure that the client computer trusts the root certification authority that issued the certificate.

Note Typically, you receive this message when you do not configure the server to use a third-party certificate. For
additional information about this issue, see the "Recommendations when you use Exchange with RPC over HTTP"
section.

4. When you are prompted for your credentials, type your user name in the Universal Naming Convention (UNC) format,
type your password, and then click OK.

For example, type your user name in the domain\username format.

You receive the following error message:
The page cannot be displayed

HTTP Error 403.2 - Forbidden: Read access s denied.
Internet Information Services (11S)

This error message is the expected behavior. This error message indicates that both the server and the client sides are
correctly configured.

Step 2: Configure the mail profile in Outlook 2003 to use RPC over HTTP

To use RPC over HTTP from the client computer, create an Outlook mail profile that uses the RPC over HTTP settings that are
required. These settings enable SSL communication together with basic authentication. We recommend that you enable the
Use Cached Exchange Mode option for all profiles that connect to Exchange by using RPC over HTTP. However, to test
RPC over HTTP, it is best to leave this option disabled. After you test your RPC over HTTP configuration, enable Cached
Exchange mode. To create an Outlook profile to use with RPC over HTTP, follow these steps:

On the client computer where Outlook 2003 is installed, click Start, and then click Control Panel.

If Control Panel is in Category view, click Switch to Classic View.

Double-click Mail, and then click Show Profiles.

Click Add, type a descriptive name for the profile, and then click OK.

Click Add a new e-mail account, and then click Next.

Click Microsoft Exchange Server, and then click Next.

In the Microsoft Exchange Server box, type the fully qualified domain name of your Exchange computer.

NouswN e

For example, type mycomputer.contoso.com.
8. Click to clear the Use Cached Exchange Mode check box.

Important Temporarily turn off Cached Exchange mode to test your configuration. We recommend that you
enable Cached Exchange mode after you test your RPC over HTTP configuration.

http://support.microsoft.com/default.aspx?scid=kb;en-us;833401 7/13/2004
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9. In the User Name box, type the name of the user account that you want to use, and then click More Settings.

Outlook may try to resolve the user name and the host name of the Exchange computer. If you receive an error
message or if a Check Name dialog box appears, click Cancel.

10. In the Microsoft Exchange Server dialog box, click the Connection tab.

11. Click Connect using Internet Explorer's or a 3rd party dialer, click to select the Connect to my Exchange
mailbox using HTTP check box, and then click Exchange Proxy Settings.

If the Exchange over the Internet area does not appear on the Connection tab, see the Troubleshooting section.
12. In the Use this URL to connect to my proxy server for Exchange box, type the URL for your Exchange
computer that users can connect to on the Internet.

For example, type hitps://mail.example.com.

13. Click to select the Connect using SSL only check box.

14, If you want to enable mutual authentication, click to select the Mutually authenticate the session when
connecting with SSL check box, and then type the public Internet URL of your Exchange computer in the Principal
name for proxy server box.

Type this URL in the following format:

msstd: public_URL_of the_server

Note You do not have to enable mutual authentication.

15. To test your RPC over HTTP configuration, click to select the On fast networks, connect to Exchange using
HTTP first, then connect using TCP/IP check box and the On slow networks, connect to Exchange using
HTTP first, then connect using TCP/IP check box.

Note After you test your RPC over HTTP configuration, you might want to use only one of these options. These
options specify how Qutlook connects to Exchange by using RPC over HTTP. Outlook determines the connection type
based on the speed of the network connection. In the default configuration, the On fast networks, connect to
Exchange using HTTP first, then connect using TCP/IP check box is not selected. The On slow networks,
connect to Exchange using HTTP first, then connect using TCP/IP check box is selected. In this scenario,
both of the foliowing are true:
e If Outlook detects a fast connection, it tries to connect by using TCP. If the TCP connection is unsuccessful,
Outlook tries to connect by using HTTP. A fast connection is defined as a connection that is faster than 128
kilobits per second (Kbps).
e If Outlock detects a slow connection, it tries to connect by using HTTP. If the HTTP connection is unsuccessful,
Outlook tries to connect by using TCP. A slow connection is defined as a connection that is slower than 128
Kbps or equal to 128 Kbps.
This logic permits Outlook to connect to Exchange when a network connection is available.
16. In the Use this authentication when connecting to my proxy server for Exchange list, click Basic
Authentication.
17. Click OK, and then click OK.
18. Click Next, click Finish, click Close, and then click OK.

Outlook is configured to use RPC over HTTP.
* Step 3: Test the Outicck connection
\\ os ‘\ Verify that Outlook connects to the Exchange computer by using RPC over HTTP. To do this, follow these steps:

Q\Q&u i. Click Start, click Run, type outlook /rpcdiag, and then click OK.
\é\ 2. Type your credentials in the User name box and in the Password box, and then click OK.

3. If HTTPS appears in the Conn column in the Exchange Server Connection Status dialog box, a service is
connected by using RPC over HTTP.

back to the top
Troubieshooting

e If the Exchange over the Internet area does not appear on the Connection tab of the Microsoft Exchange

http://support.microsoft.com/default.aspx?scid=kb;en-us; 833401 7/13/2004
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Server dialog box, make sure that your client computer meets the requirements to configure RPC over HTTP. If you
installed the service pack and the update package that are required, and the Exchange over the Internet area does
not appear on the Connection tab, edit the Windows registry. To do this, follow these steps:

1. Start Registry Editor.

Warning If you use Registry Editor incorrectly, you may cause serious problems that may require you to
reinstall your operating system. Microsoft cannot guarantee that you can solve problems that result from using
Registry Editor incorrectly. Use Registry Editor at your own risk.

2. Locate and then click the following registry subkey:

HKEY_CURRENT_USER\Software\Microsoft\Ofﬁce\l1.0\Outlook\RPC
3. Create the following registry entry if it does not exist:

Value name: EnableRPCtunnelingUlI
Value type: REG_DWORD
Value data: 1

4, Quit Registry Editor.
e When you are prompted for your credentials, you must enter them by using the domain|username format.

e To support the use of credentials in the user principal name (UPN) format, install the hotfix that is described in the
following Knowledge Base article on each Windows XP-based client computer:

The following credentials are an example of credentials in the UPN format:

username@contoso.com

http://support.microsoft.com/default.aspx?scid=kb;en-us;833401 7/13/2004



How to Install Certificate Service on Windows Server 2003

On the server:
Open Control Panel, Add or Remove programs, Add/Remove Windows

Components
Install “Certificate Services”
You will then see the following wizard:

Windows Components Wizard

CA Type
Select the type of CA you want to set up.
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windows Components Wizard

CA Identifying Information
E rter informiation to identify this CA.

 Yeldiy peti

Windows Components Wizard

Certificate Database Settings
E nter locations for th certificate database, database log, and configuration
information.







Installing a Certificate on your Web Server

Open IIS Manager (under Administrative Tools)
Right-click “Default Web Site” and click Properties
Under the Directory Security Tab, click Server Certificate
Follow the wizard to create the SSL Certificate

Default Web 5ite Prpert 5




elcaetheeti Wizard, i b e '§
Welcome to the Web Server
Cenificate Wizard

This wizard helps you create and administer server
certificates uzed in secure Web commumications
between your server and a client.

Status of your Web Server

Your Web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

- To continue, click Next.

115 Certificate ard ;
Server Certificate
These are the methods for assigning a certificate to a Web site.




1115 Certificate Wizard
Delayed or Immediate Bequest
You can prepare a request to be sent later, or you can send one
immediately.

115 Certificate Wizard
Name and Security Setlings
“Yaur new certificate must have a name and a specific bit length.




115 Certificate Wizard
Organization Information

‘Your certificate must include information about your organization that
distinguishes it from other organizations.

Ilerticate izard :
Your Site's Common Name
Your Web site's common name is its fully qualified domain name.




11IS Certificate Wizard

Geographical Information
The certification authority requires the fallowing geographical information.

Courty/fs

S [Urited &

_S_tatefpidvincé:' _

,Cilyf‘!qc,a”]'ity:h . ,
|San Francisco

State/province and City/localty mu
abbr .

1IS Certificate Wizard

S5L Port
Specify the SSL port for this web site.




115 Certificate Wizard
Choose a Certification Authority
Certificate requests are sent to a certification autharity available on your
rietwark.

1IS Certificate Wizard
Centificate Bequest Submizgion
You have chosen to submit the following certificate request.




115 Certificate Wizard

Completing the Web Server
Certificate Wizard

‘You have successiully completed the ‘Web Server
Certificate wizard,

A certificate is now installed on this server.

If you need ta renew, replace, or delete the certificate inthe
future, you can use the wizard again.

Ta close this wizard, click Finish.

(M)



