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Installing BlackBerry Enterprise Server Express for Exchange 2010

*%: BlackBerry.

The BlackBerry Enterprise Server Express Edition offers businesses the ability to enable their staff to use BlackBerry
devices to receive push-based email from an existing Microsoft Exchange installation - both standalone Exchange servers
and the Microsoft Small Business Server product.

A free download from the BlackBerry web site, the solution is not limited to any set number of users and requires only
that users have a BlackBerry data tariff on their SIM card with their network operator.

A 10,000 user CAL is supplied with the download by default:

License type: Enterprize

Total number of BlackBerry Enterprize Server licenses: 10000
Number of BlackBerry Enterprise Server licenses used: 1

Number of BlackBerry Enterprize Server licenzes 99995
available:

Features

BES Express is based on the BES 5.0.1 MR1 code, and as such offers much (but not all) of the same functionality:

Web-based administration

6 pre-defined administrative roles
BlackBerry Web Desktop

Over 35 IT policies for device management (see below), including device wipe
HTML email support

Flag emails for follow-up

Mail folder management

Remote email search

Set out of office status and message
Forward calendar appointments

Open attachments in calendar appointments
Free / Busy lookup

Remote file access

Support for audio (AWE, WAV, MP3, WMA) files
The following features are NOT available in BES Express:

Cradle-less enterprise activation (when used with the BIS tariff on client devices)
Ability to define multiple administrative roles

BlackBerry Monitoring Service
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BlackBerry Enterprise Transporter Tool
High Availability deployment options
Support for BlackBerry Mobile Voice System (MVS)

Support for enterprise instant messaging and social networking integration

At the time of writing, BES Express is only available in English.
BES Express is not compatible with Lotus Domino or Novell Groupwise installations.

System Requirements

Operating System

Windows Server 2003 SP2 (32-bit or 64-bit)
Windows Server 2003 R2 SP2 (32-bit or 4-bit)
Windows Server 2008 SP2 (32-bit or 64-bit)
Windows Small Business Server 2003

Windows Small Business Server 2008
Microsoft Exchange Messaging Server

Microsoft Exchange 2003 SP2
Microsoft Exchange 2007 SP1
Microsoft Exchange 2010 including Update Rollup 1

Microsoft Exchange System Tools

(Exchange 2003) Microsoft Exchange 2003 SP2 System Manager or MAPI client and CDO 1.2.1 version 6.5.8039.0 or
later

(Exchange 2007) MAPI client and CDO 1.2.1 version 6.5.8067.0 or later
(Exchange 2010) MAPI client and CDO 1.2.1 version 6.5.8146.0 or later

Hardware

(Up to 200 users)

Single processor, 2.0GHz Intel Xeon (2 processors recommended)
2GB memory
2 HDDs, RAID 1

(Up to 500 users)

Two processors, 2.0GHz Intel Xeon
2GB memory
2 HDDs, RAID 1

(Up to 1000 users)

Two processors, 2.0GHz Intel Xeon
3GB memory
2 HDDs, RAID 1

Database
Any of the following database management systems are supported:

MSDE 2000 SP3

http://blog.brightpointuk.co.uk/installing-blackberry-enterprise-server-express-exchange-2... 3/27/2011



Installing BlackBerry Enterprise Server Express for Exchange 2010 | Brightpoint GB Blog Page 3 of 28

Microsoft SQL Server 2005 SP3 (32-bit or 64-bit)

Microsoft SQL Server 2005 Express Edition SP3

Microsoft SQL Server 2008 SP1 (32-bit or 64-bit)

Microsoft SQL Server 2008 Express Edition SP1 (32-bit or 64-bit)

If using a database system earlier than SQL 2005 SP3, the following hotfix should be installed on the database server -
http://support.microsoft.com/?kbid=960082

Miscellaneous

In order to provide support for audio attachments, Windows Media Player 9 or later is required on the BES.

Internet Explorer 6 or later is required to access the web administration console.

Firewall

The BES requires outbound-initiated, bi-directional access to the Internet on TCP port 3101 as well as access to DNS.

RIM recommend operating up to a maximum of 75 users if the BES Express software is being installed directly onto the
Exchange server itself. On a standalone server, BES Express can support up to 2,000 users. Multiple BES Express servers
can be deployed in the same BlackBerry domain.

Preparing an Exchange 2010 environment

NOTE - this article assumes an Exchange 2010 installation only. Visit the BES Express section of the blog for details on
installing the solution against Exchange 2003 or 2007.

Ensure that Exchange 2010 Update Rollup 1 is installed on the Exchange 2010 server. This package is available here -
http://www.microsoft.com/downloads/details.aspx?FamilyID=371add31-d7a0-4...

If installing the BES Express software on the Exchange server itself, the Exchange server should NOT itself also be a
domain controller.

Create a domain user account called BesAdmin

g

On the Exchange server, in the Active Directory Users and Computers console, create a domain user called "BesAdmin"
and assign it an Exchange mailbox. Set the user account password to never expire.

iMew Object - User £
Q Crasteire  domer com/U e
Einzh ranme Iretunds

Llses logon name:
Lleer logon name [peeyindows 2000}
[DOMaIR [Fesnane

I et > ] Cancel |

Send an email to the BesAdmin user to initialise the Exchange mailbox.

Assign the BesAdmin user local administrative rights
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On the server that is to host the BES Express, make the BesAdmin domain user a member of the local administrator
group. NOTE - the BES Express server will first need to have been added to the Domain if not done already.

To do this, on the BES Express server, right click on the icon for My Computer and select Manage. Browse to Local Users
and Groups --> Groups --> Administrators and add the BesAdmin user:

S ComputerManagement | EEE]|
) Fle  acion  Wew Window Heb :Iilil
= OE XFER 2 '
g_ sgernent (Local) larne Deseription

Ll | 2l

Assign the BesAdmin user "log on as a service" rights

On the BES Express server, also assign the BesAdmin domain user account "log on as a service" rights. To do this, select
Administrative Tools --> Local Security Policy --> User Rights Assignment --> Log on as a service and add the BesAdmin

user:
i
Fi= Actioh  Wiew  Help

en 0@ *XBR ED 21

T Local Securky Setting | Explain This Setting | R
Pokey W l:
B8] 0ebug programs 5

2 |a’ Log on a2 & samvics

DDIBAGI s e
METWwWORE SERWICE
ﬁ_'{]Logonmasv:rw-:
e [
]pe
[
[ sia

Assign "Receive As" and "Administer Information Store" rights to the BesAdmin user

On the Exchange server, launch the Exchange PowerShell and issue the following command:

Get-MailboxDatabase | Add-ADPermission -User "BesAdmin" -AccessRights

ExtendedRight -ExtendedRights Receive-As, ms-Exch-Store-Admin
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=101 X
[PE] C:vHindo em32 »Gat-HailboxDatabasa |

Add-ADPermission —User “BasAdmin" —fleccezzsRights ExtendedRight -ExtendedRi
ghtz Receive-— Exch—Store—fdmin

Identity Deny Inherited

Hailbox Database ... DOMAIN-beszadmin Falze Falze
Hailbox Database ... DOMAIN-bezadmin Falze Falze

[PE] C:HWindows“system32h_

Assign Exchange View-Only Administrator rights to the BesAdmin user

Still within the Exchange PowerShell, now issue the following command:

Add -RoleGroupMember "View-Only Organization Management" -Member "BesAdmin"

B9 Machine: EXCH2010.domain.com

[PS8] C: Windo 22Get-HailboxDatabase | Add-ADPermission -User "BesAdmin' -fccessRights ExtendedRight -ExtendedRily
lahts Receive- —Store-fAdnin

| Y «e= DOMAINDbesadnin False Fals
Hailbox Database ... DOHAIWN-besadmin False False

RIPS] C: Mindows stend2 Xidd-Ro leGrouptenber "View-Only Organization Management' —MHember "Besfidmin'
QP31 C: Windows stend2 >

Assign "Send As" rights on the domain to the BesAdmin user

Within the Active Directory Users and Computers console, open the View menu and select the option to display Advanced
Features.

4 Active Directory Users and Computers

=

:_fj File  Action | View Window Help

- | | [ Add/Remoyve Columns. ..

0 Il D ar Large Icons

EIL-j Saved Que  Small Icons

E@ domain.cor List —
& Detail

|Jsers, Groups, and Computers as containers
Advanced Features

Raise Domain Functional Level.. .
Filter Options, .,

Customize, .,

Right click on the domain and select Properties. Click on the Security tab:
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ﬁ Active Directory Users ﬂl_'il_j EL‘FI'I!!._I[EI‘S

5 Ele petion  Yiew Wndow Help

| NN E N e domain.com properties 2]

« Mctive Direckory Lisers ani Emdl Mm«!}mﬂﬂﬂ Object  Secusly IGm.aniw] ]

B[] Saved Queries

i @ domnain.com Group of user names:

€8 Acrareststoes (DOMAIN W drrasirston:)
miw'—e"-c-:ic: Llgesg
[ #§ Baz i (Biez dmir{Bdomain com)
!E Dormr fuderans [DOMAINAD oenain Sdmins]
m Do Controlies (DOMEIN\Demain Cordiolers)

£

g

!

Petmizzions for Besddmn
Ful Contiel
Read
Winle
Create AN Chid Obsects
Drelete 20 Chdd Obsects
Add GUID

DoDoE0|E

L=}
Dooooo|s
] 13

8

For special pesmizsions of for advanced settings,
chok Advanced

E

ok || cawel | e |

Click on the Advanced button:

i advanced Security Settings for domain gl |

Peizsions | Audting | Dwmer | Edfective Femissions |

To e reode irfoemation about special peimissions. select a pemission entry. and then chck Edit

£ Pk e

Ao B 4 sl Fead <ot mhenked Thez cbyact onky

Al Do Skrar (DD Special <rit irhedied: This chiect only

Alom Enterpise Sdmns (D Full Control <rot mhested Thet object snd ol ¢

Al ERFRISE DOM Special <rit irheibed This chiect ooy

Adows Evepone Hmd A0 Fropes ot et e Thes chyact cnly

Alow Exchangs Ertenpize Read Pamrizsions  <not inhedbad: Thiz objech onby ﬂ

Add.. Edi.. I Bemave I

Toreplace all paimission erdiies with the defaull sellings. chek Defautt Dt
Leam more about access conteol

Click on Add and type in the name of the BesAdmin user:

http://blog.brightpointuk.co.uk/installing-blackberry-enterprise-server-express-exchange-2... 3/27/2011



Installing BlackBerry Enterprise Server Express for Exchange 2010 | Brightpoint GB Blog Page 7 of 28

Select User, Computer, or Group ) d |

Select this object type:

IUSEI, Group, or Built-in security principal Object Types. ..

Erom this location:

Idomain.com Laocations...

Enter the object name to zelect [examplez]:

bezadmin Check Mames

G

Advanced. . | 0k I Cancel

Select the option to Apply Onto User Objects.
Scroll down to the bottom and tick the option to enable Send As rights:

i jES
Obect | Properties |
Blame: [ esAdmin [BesAdmerdEdoman com)
P o | |
P L
=l

HEIEIDEIEIDEIDDEIEI[::-
OooooDoOooooogs

4

For good measure, also enable Send As rights on the Exchange server itself within the Exchange PowerShell. Launch the
console and issue the following command:

Add-ADPermission -InheritedObjectType User -InheritanceType Descendents -ExtendedRights

Send-As -User "BesAdmin" -Identity "CN=Users,DC=domain, DC=com"

2010.domain.com N =181 %]
stend2 Add-ADPernizzion —InheritedObjectType User —InheritanceType Dezcendents —ExtendedRights Send-fiz
=Identity "CH=lzea DC=domain, DC=com"

Identity Deny [Inherited

laomain.contsers DOHA I Hnbesadnin

N[PE]1 C: Mindouws systemndl>
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(where "domain" and "com" should be substituted for your specific domain details, eg: DC=brightpoint,DC=co,DC=uk
and so on)

To force all of the above changes to take effect on the domain, it may be worth running a group policy update. On the
Exchange server click Start --> Run and issue the command "gpupdate /force"

Turn off Exchange 2010 Client Throttling

Exchange 2010 uses client throttling by default to protect the Exchange server from excessive user demands. RIM
recommend turning off this feature as it can have an adverse affect on the performance of the BES solution. This is done
within the Exchange PowerShell console.

Launch the console and issue the following command to get the "Identity" of the default throttling policy"

Get-ThrottlingPolicy | Where-Object {$_.IsDefault -eq "True"} | FL Identity

the Identity will be displayed:

B Machine: EXCH2010.domaln.com B

[PE] C:sMindows end2  Get-ThrottlingPolicy | Where-0bject {5_.IsDefault :eq "True"™> | FL Identity

Identity : DefaultThrottlingPolicy bh2OF8201i-6cdb—4che-Ba5F-88e73aelbdey

[PE] C:“Mindows systemnd2>_

Now issue the following command:
Set-ThrottlingPolicy -RCAMaxConcurrency $null

You will be prompted to enter the Identity to apply the policy to, enter the result returned above:

Machine: EXCH2010.domain.com i i
[PE] C:Hindows“zyztem32»Get-ThrottlingPolicy | Where—0Object €& _.IzDefault -eg "Trus"? ! FL Identity

Identity : DefaultThrottlingPolicy hZBf8281-6cdb-4che—-BaS5f-8Be73aelbBb?

[PE] C:’\Windows“systemnd2>Set-ThrottlingPolicy -RCAMaxConcurrency Snull

mdlet Eet-ThrottlingPolicy at command pipeline poszition 1
Supply valuss for the Following parameters:
Identity: DefaultThrottlingPolicy h2BFB201-6cdb—4che—Ba5Ff-B88s73aslbBb?

[PE] C:Hindowszystem32:_

Increase the maximum number of connections to the Exchange Address Book Service
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On the Exchange Server (or specifically the Client Access Server in a multi-box deployment), browse to C:\Program
Files\Microsoft\Exchange Server\V14\Bin and locate the file "microsoft.exchange.addressbook.service.exe.config" and
open it in NotePad:

[ ol

%9[1.-nwmﬂu-mﬂ-aww-n4-m- * {8 [ seachin g.
Organize = | Open  New folder = - (1 @
o i Name - | Date modiied Type |52l
Ml Ceditop [&| mdbevent.dl 2210f 2009 23217 Appbcation extenson
@ Dovmicads (%) mdbeest.dl 200 23:17 Applcation extenson
4 Recent Places ] mdbsr.dl 23142009 23:17 Apphcation extension
(%) mdbtask. 4l 221112009 23:17 Apphcation extenson
b Librarics = metadata 25/00/2009 11:06 XML Document
4| Documents
‘J.. P (%) Microsoft. Cien, Proocy. dil 25072000 11:06 Appbcation extenson J
= Pctures [ Microsa ft. Exchange. ABPr eviders. AD. dil 221172009 2314 Apohcation extendsn
i Videas 87 Microsaft. Exchange. AddressBock, Service Apobcation
1% Computer || marosoft.exchange. addresshook. serice. exe. config, bak 25053009 11:06 BAK File
‘_- .. =, Microsoft. Exchange . ArSync. ArSyncheg..dil 250972003 11:06 Apobcation exienson
| Mcrosoft. Exchange ArSync dl M0 23:15 Applcation extenson
(| Microsa ft. Exchange. Antepampdate. Eventlog.dl 25/09/2009 11:06 ApOhCation extenson
7 Mirosaft. Exchange. AntspamUpdateSve ZHIH0S 2316 Apphcation
Micreca ft. Exchange. Antspamiipda teSve. exe. config 250372003 11:06 CONFIG Fle
(%) Macrosoft. Exchange. Approval. Appcabons.dl 200 2315 Apphcation extenson
[ Microzoft. Exchange . Assstants, d 2112003 2315 Apphcation exienson
e Mcrosoft. Exchange . Authonzatonphagn.d 2H 2008 23:15 Appbcation extenson
(] Microsaft. Exchange. AuthSeniceHostSendcalet. dl 2211/ 2009 23:15 Apphcation extendasn _':I
1 L3
microsoft. exchange.addresshook. service.ex... Date madfied: 27/02/2010 10:11 Date creabed: 25092009 11:06
CONFIG File Size: 1.86K8

Locate the line "MaxSessionsPerUser":

Bl microsoft.exchange.addressbook service.exe - Notepad - = |g|__§]
Fle Edt Format View Hep

<add key="NspiEndpointEnabled” value="true™ />
<add key="RfreEndpointenabled” value="true” />

<l-= S@T port to an empty string to disable ncacn_ip_tcp.
<l-- St the port to 0 to allow l'hlsl Server to assign a port numh?r dynamically. --»
<add key="RpcTcpPort™ value="0" />

<!== 5L port to an empty string to disable ncacn_http for the specific interface
<!'-- standard port assignments: Nspi=6004, Rfr=6002 -->

<add key="NspiHttpPort” value="6004" />

<add key="RfrHttprort” value="6002" />

<!-- Enables and disables the loggin fnr the address book service, --»
<add key="ProtocolLoggingenabled” value="true” />

<!-= specifies the folder in which Jeg files will be generated. --=>
<add key="LogFilePath” value="C\Program Files‘Microsoft\Exchange Server\vl4'Logging

<l 5pec1f1ea the max size that a _»mt,]e log file can grow to before a new one is g
<add key="PerrFileMaxsize” value="10MB" />

<l—— %p?ﬂheq the max size that the entire directory of legs can grow to before the
<add key="MaxDirectorySize” value="1GB™ />

<! specifies length of time in hours log files will be retained before being delet
<add key="MaxRetentionPeriod” value="720" />

<!-- specifies if we need to switch log file each hour., --»
<add key="ApplyHourPrecision” value="true” />

{‘—— aec1f1ea the ma:nmum number of =.e=.=.1nns permitted per user. --=
- - il

< fappa-r:u 1ngs:>
</configuration:

4

Sf

Increase the value to 100000. Save the file then restart the Address Book Service:
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Fle Action  View Hebp
@m0 c= He > unn

nt address book connections

Install the Exchange MAPI CDO 1.2.1 package

The Microsoft Exchange MAPI CDO 1.2.1 package must be installed to provide the BesAdmin user a MAPI connection to
Exchange mailboxes as well as access to calendaring information. This package is available for download from our FTP
site HERE (Exchange 2010 only).

Run the installer and accept the license agreement:

| Microsoft Messaging API and Collaboration Data Dbjects 1.2.1 ] n Wizan x|

Welcome to the Microsoft Messaging AP
and Collaboration Data Objects 1.2.1
Installation Wizard

Thiz wizasd pisde woil thowsgiy the sleps of mstaling Miciomolt Messagng

|l Heot = I Cancel

Now you're ready to install the BES Express software.

Installing the BlackBerry Enterprise Server Express software

LOG INTO THE BES EXPRESS SERVER AS THE BESADMIN USER!

Launch the BES Express installer, you will be prompted to confirm that you are indeed logged in as the correct user:
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==* BlackBerry Enterprise Server Express Installation - 5.0.1 (B'

The Windows@ account that you used tao log in is: besadmin
The damain this account is under is:  DOMAIN

Yerify that the Windows account has the permissions that the BlackBerry® Enterprise Server
requires to run, For more information, see the BlackBerry Enterprise Server Installation and
Configuration Guide.

I vwou wank the BlackBerry Enterprise Server ko use this Windows account o run after vou
complete the installation process, click Continue Installation.

To change the Windows account that the BlackBerry Enterprise Server uses, click Exit
Installation, log in using the correct Windows account, and restart the installation process.

Exit Installation : Continue Installation i

Click Continue Installation:

“it BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5) x|

BlackBerry® Enterprise Server Express Installation '::BHCKBEW

License agreement

Custemer infiormation

Liser nane: |P!"'
Qrganizakion: ll-":'.-: arch In Motion
Country/Regicn: |I. A Kirwpdor :I

Licerise agreement

BLACKBERRY SOFTWARE LICENSE AGREEMENT ii

PLEASE READ THIS DOCUMENT CAREFULLY BEFORE
INSTALLING OR USING THE SOFTWARE.

This Agreement licenses the use of the Seftware to you, the
customer, and contains warranty and liability disclaimers,

whose benefit v

the entity

41 sccmpk the terme in the lcanse Sgresment.
11 do ek accept the berms in the Cense sareement.

e | Best gancel |

Choose your country and read the license agreement. Select the option to accept if you agree to the terms and
conditions:
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=7 BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5)

BlackBerry® Enterprise Server Express Installation 25z Mm

Select the option to Create a BlackBerry Configuration Database:

=t BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5)

BlackBerry@ Enterprise Server Express Installation

o License agreetment
" Setup byps
P Selup aptions

[ Lore components
BlackBerry Attachement Servion

BlackBerry Router
BlackBerry MDS Connechion Service

Select the option to install a BlackBerry Enterprise Server:
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¥ BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5) _’5]

BlackBerry® Enterprise Server Express Installation - H Btaclksew

" License aguestnent Preinstallation checklist

W Setup typs

v Setup options Sy stem information =l
B Preinstallation checklst 3 ting swstem: Microsof bl Windows® 2007 Terminal Server Domain Cortroler

Db abse oplions
Accourts and folders

Summary

Installstion Frerequisites

Rebock (§ regured) f.‘i:‘]m'a Rurdine Efverofinmend 6.0 updste 15 nol detected.

Dk abags nfoomation B The cetup sppbation vall instal Java Runtime Environment 6.0 update 15,
BlackBerry CAL and SEP informaton '3)13-.-.!“-:1 SE Development Kit & Update 15 not detected

B The setup applcation vall instal Java(TH) SE Dewelopment Kit & Update 15,
of Microsoft %ML 6.0 5P2 and up detected,

Adrministr abion sef

Activg DirgctoeyB settings

Audvaniced admirestration settings of Microsofti@ NET Frateweork version 2.0 deteched,
Start services o Collaboeation Data Obrect lorary (COO.0E) version 6.5 detected,
Corsobe addresses ‘/r\'.-:ms:ft(a‘l Exchange Server detected (MAPT worsion 6.5, 7623),

DptsckBerry Dev
¥ The instals

s not detecked.

ornTLiCAton Compons

il irstal BlackBarry Drivicd Cofftinic stion Comporerts (1.2.0.20).

Database information
'n")r’:-m'-:,rl"i Mative Chert not detected. iy
F The nsta rickall Microsoft SOL Native Cherit (9,00, 3042.00).
';‘}r-'.-:ros'.ft SOL Server 2008 Native Chent not detected,
B The instaler vl instal Microsoft SOL Server 2008 Native Clent (10,1, 2531.0),
15}'."' setup appication dd not detect a local Microsoft® S0L Serverd
s

I 'fou can choose bo irstal & Macrosofti® SOL Serveri® 2005 Expréss SPI datshase ;I

bep | gek [ et | Gl |

Verify that all pre-requisite checks are completed successfully, paying attention to any warnings or failures:

% BlackiBerry Enterprise Server Express Installation = 5.0.1 (Bundle 5) _E.l

BlackBerry® Enterprise Server Express Installation =z B!ackﬁen‘y;

o License agresment Database options

v Setup bype

o Setup options

" Prenstallation checkks T~ Cptions

¥ Database options The BlackSerry® Erterprise Server requines ac0ess to o deksbase server, You can sot up the
Accounts and Folders datahase server on & remobe computer o on the same computer a3 the BlackBerry Enterprise
Sasmimey Server,
Irestalation If you da not have a database server i your organization's efvinonenent that the BlackBerry
Rebook (F requined) Enberprise Server can use, the setup apphcation can install Mecrosaft SOL Serven® 2005
Diakabass Kformation Express Edition on this computer,

ElsckBe
Adrninistr ation settings

Actrve DEactony® settings
Advanced administration settings ) Use & Mcrosoft® SOL Server® databuse,
Start sérvices

Coneols addrassas

y CAL and AP infarmation

1% {Instal Microsoft SO Server 2005 Express Edition SP3 on thes computer.|

b | sk |[ et | coc |

In this article I am allowing the BES Express installer to install a local copy of SQL Server Express, if you intend to use a
dedicated SQL Server, select this option and enter the details of the server address:
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7 BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5) x|

BlackBerry® Enterprise Server Express Installation ==2 B!ac‘{sew

o License aqreemen Accounts and folders
4
v 5 [~ Windows® sccounk information
j Account name: | DOMAIN besadmn
o ' Passvecrd: |
Eretalation Frbder -
Location: C:Program Files\Research In MotioniBlackBerry Enterprise I
Server)
Log i Fokder
Location: C:\Program Flles|Research In Motion\BlackBerry Enterprise I
Serverilogs)

- ElsckEsrry®y Enterpriss Server -

T D T

Enter the password for the BesAdmin account and enter in a name for the BES Express server: this name can be a
'friendly' one and is used to identify it in the Web Administration interface:

Accounts and folders ) |

] Performing a full installation of the BlackBerry Enterprise Server will bake approximately 2500ME. Please clear some
. disk space if vou intend to perform a Full installation,

If you are warned that the server does not have sufficient free disk space available, free up some space before

continuing:
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7 BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5)

BlackBerry® Enterprise Server Express Installation

*i:BlackBerry.

Licanoe sqresmant
Satup bypes

Setup options
Prainctallation chackist
Database oplans
Auccounts and fobders
Summaey

FLAARANANS

Irsbalation

Reboot {if raguired)

Database information

BlyckBorry CAL and SEP information
Budmirickr stion settings

Aetive Dractony® seltngs
Audvanced advinistration settngs
Shart services

Corgole addrassas

Summary
Before ctarting the iretalation process, weriy that the Followsng irformation ic -
correct, To make o change, chok Back,
User mame; BEM
Drganization: Resesrch In Motion
Countryjregion: Urited Eingdorn
Selected setup aption:
ElackBarry® Enterprica Sarvar
Selected components:
1) BlackBerry administration
- BlackBarry Adrministration Sardce
= BlackBerry Web Desibop Manager
2 BlackBarry Attachenent Serie
) BlackBerry M
4 BlackBerry i
53 BlsckBarry Router
Product wersion: 5.0,1 (Bundle 5)
BlackBerry Enterprise Server name: Jmbos BES Express
Destination folder:
CiiProgram Fles|Reseanch In Moton|BlackBarry Erterprse Sarver) —_—
Lusey Bolder:
C:Program Fles|Research In Motion|BlackBerry Enterprise Serverilogs) _I
-

- S T -

A summary of the installation options will be displayed:

lackBerry Enterprise Server Ex

BlackBerry® Enterprise Server Express Installation

Installation - 5.0.1 {(Bundle 5)

*2:BlackBerry.

Liceriss agreament

Setup type

Setup options

Prairistallstion checkkst
Databace oplions

Accounits and folders

Sumemary

Installation

RFaboot (F requirad)

Database information

BlackBerry CAL and SRP infoemation
Adrinigtration settings

At Darectory®) settings
Advanced adirestr athon settings
Stark services

Console sddresses

¥R SRR

Installation

The: sstup applcation & now instaling the BlackBsma® Enterprise Server filss and required
third-party applications.

i~ Installation <tatus
Product | Status
SOL S 2005 Express 593 Irstalng

Microgoft 50U Server Mative Chént

Mecrosoft SOL Server 2008 Native Chent

Jenva Rindine Ervirofiment .0 update 15

JavalTM) SE Development Kt & Update 15
ElsckBerry Davice Communication Components
BlackBerry Enterprise Server For Microsoft Exchaniges

Irestaling SOL Server 2005 Express SP3

Click Install, the required components will now be installed, this process may take a while. When complete you will be
prompted to reboot the server:
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BlackBerry Enterprise Server Express Installation ﬂ
b ) For the installation process to continue automatically, wou must reskark vour computer,
-

Do wou wank ko reskart your computer now?

Click Yes. Once rebooted, log back in as the BesAdmin user. The installation will resume automatically:

=1 BlackBerry Enterprise Server Express Installation - 5.0.1 {Bundle 5) g j]

BlackBerry® Enterprise Server Express Installation '=:B[a0ksew

Database information

Type: the database infiormation that the: setup applcation uses bo creats or connect to &
BlackBerrn® Configurstion Database.

Diatabase beation
 Local " Remote

—Datahace sarver infarmation
Type the name: of the database server (use either the: <host>{ < instance > or <host >
Format} and the name of the BlackBerry Configuration Database,

Mecroscfip® S0L Serven® name: I SERVER2003 | BLACKEERRY

FLAAARANSNASNS

BlackBerry Configuration Database name: | EE5Mn

Potcocfiguation:  F Dynae O @t po: [
Datadrectory: [ c:\Program Fles\Microsoft SOL Server|MSSQL. 1IMSSQLIDES _]
Backup drectory: [ c:Program Fles\hcrosalt SQL ServerESQL 1 MSsQUBscn .- |

o addresses

]7 Ench ip the eistineg BinckBormy Comfiguration [tab s before Ungrating
Duatabase authentication
* wrndows® suthentication ™ 5L authentication
Sl yser name: |
Password: |

Help | Mot cancel |

Enter a name for the Configuration Database - this should ideally be left at the default unless specifically required. Click

Next:

Database information |

\ ? } The Database 'BESMamt' does not currently exist, Waould wou like ko create it?

wo |

You will be prompted to create the database, click Yes:

Database information x|

-
W1 ) Database created successhully

When created, click OK:
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x|

2= BlackBerry.

BlackBerry® Enterprise Server Express Installation

BlackBerry® CAL and SHP information

BlackBerry CAL koy
Type the BlackBenry CAL kay that you werne provided with,
Eey: |
For examphe, 123456-123456-123456-123456-123456
—3RF host
Type the SRP address that vou wese prowvided wath,
Higst natme: |-.-'. sop blackberry. cor
I 3101 Werify

Port numbser:

—SRP authertication information
Twpe the SEP identfier and SEP authentication key that you were provided veth.

SRE identifies: | Impot
SRP authentication key: |
Werify

Enter in the 10,000-user CAL, SRP key and SRP authentification key you were supplied along with the BES Express

download. Verify connectivity to the RIM Relay on TCP port 3101. Click Next:

Microsoft Exchange Server x|

General |.-’-'«dvanced| Diallp Netwarkingl Remate MaiII

Microzoft Exchange server:

M ailbox:
Ibesadmin Check Hame |
—when starting

" Automatically detect connection state
™ Manually control connection state
™| Choose the contection type when starting

[efault connection state
% Connect with the network
£ wiork offline anduse diglup networking

| 30 Seconds Until Server Cohnection Timeout

0k I Cancel Apply

The MAPI connection settings will now be required, enter in the name of the Exchange server as well as the BesAdmin

Help

user account mailbox. Click OK:
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7 BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5)

BlackBerry® Enterprise Server Express Installation

*izBlackBerry.

o Lacense agresthert

" Setup type

' Setup options

\/ "

s

'

" Suymmaey

o Irstalstion

+" Rebook {if regred)
" Database information
o ElackE

B Advnirestration seth

Active Direct
Advarced ad
ERart services

Congole addrasies

CAL and SRP infarmastion

Administration seltings

High availabdity of the BlackBarry Administration Service
The BlackBarry(® Administration Servce ues the pool name for interprocess
commimurscation and wehen you configure high avadabdity wsing ONS round robin. Type a
valbd DHS host name, even F you are not configuring high avadabiity. IF you configune
high avaiabiity at & lster time, uss the BlackBerry Configuration Panel to change the pool
e s regiared.

SERVER 2003, DOMATN. COM

Pool rafme:

r~Port sattings

Check the port rumbers For potential conflicts with existing applications in your
OrQAREZAION'S Ervironment,

HETP Port: | 18180 HTTRS Port: 3443
A, DT Port: | 11100 Local DI Port: BT

1~ Password For the S5 certificate

Type a password fior the 551 certificate that the setup appbcation will create bo secure
commiunication between the BlackBerry Administration Service and administrators” browsers.,

Mew pasoword: I

Confirm I

P - T

|

Enter in the name you wish to use for the Administration web site. Again this should be left at the default if you are

unsure as to what this means. Any name you choose should be resolvable via DNS if not using the default option.

Enter in a password for the SSL certificate - this is generated automatically by the installer and assigned to the Apache-

based administration web site (the site does not run within IIS). The certificate is generated based on the name entered.
By default the administration web site runs on port 3443 - this can be altered if desired but again leave this value at the
default unless specifically required. Click Next:

i BlackBerry Enberprise Server Express Installation - 5.0.1 (Bundle 5) )

BlackBerry® Enterprise Server Express Installation

*2zBlackBerry.

|

w

o Sa

o

+ P

g

o« Accounts and Folders
o SunETY
" Irstalation
4

D

s

o F

[

Sark cervicas

Console addresses

Micrasaftd Active Directony® setlings

The BlackBerry(® Admenistration Service uses Microsoft® Actie Deectory(® information to
authenkicate users:

—fuctive Directory lagn credentisls

Liser nate: bes.admin
User domain: |d:ren:-:.1
Uisar password: |

Active Diroctory server discovery

After the verFication of the Mecrosaft Active Directory login credentisls the instal
applecation vl perform an sutomatic discovery of your Global catalog servers. If na
sarvers are located then a kst will be precenited in this space to manually beld your st of
Global catalog servers, However, f the sutomatic discovery succesds and you want ko
adjust the kst of Global catalog servers then yvou can do so through the BladBerry
Adinishration Sarvice.

e | peck | Mot | cancel

Enter in the details of the BesAdmin user account again and click Next:
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#* BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5) £F x|

BlackBerry® Enterprise Server Express Installation ==2 B!ac‘(eefm

Licanse agraetnent Advanced administration settings

Satup bypes

ors Selact whether you want administrators bo creste a BlackBerryn® Administration Service
sllsticn checkict suthentication or use an exicting Windows(E authentication ta log in to the BlackBerry
Adrinistration Service and BlackBerry Mordoning Service.

CERIE
and folders (" Lse Windows authentication
= Windows suthentication -
Specify the scoount thak the BlackBerry Administration Service sdministrator account wil
s,
7 e current account credentisls

" Specify sccount information For & Micresoft® Active Directory® sdministrstor

FLUAARAANAAANAANANS

Cofgond silrasias

" Use BlsckBerry Admiristration Service suthentication
B ReBerry A e BT e e et —

oo | sk |[ met | coce |

Specify whether you wish access to the administration web site to be authenticated based on Active Directory credentials,
or whether you want to use the built-in BlackBerry Administration Service authentication. If you select the second option,
enter in a password for the default admin account.

NOTE - if you select BlackBerry Administration Service authentication, the default admin username is "ADMIN", NOT
"BESADMIN".

Click Next:

5% BlackBerry Enterprise Server Express Installabion - 5.0.1 (Bundle 5) - x|

BlackBerry® Enterprise Server Express Installation =-:= B!a(:ksew

il Start services
e
5 Start the BlackBery®) Enterprise Sarver services.
4
“ [~ Services
' Fesulks
v
e =
W
o
o
v
o
+ A
L
Corgole addrassas
Start Services |

b | [T B | mes | g |
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Select the option to Start Services and verify that all services start successfully:

i BlackBerry Enterprise Server Express Installation - 5.0.1 {Bundle 5) x|
---
BlackBerry® Enterprise Server Express Installation *2=BlackBerry.

Start services

Staet the BlackBorny® Enkerprise Server senices.

[ Services
Results

EdackBurry Rouktes has successfully started. =|
ElackBerry Attachmant Service has successfully started.

EdsckBarry Dispatcher has successfuly starbed.

ElackBarry MDS Connection Service has successfully starbed,

ElackBerry Alart has successfully stared,

EdsckBerry Admiristration Service - NOC has successhully started.

EdackBarry Admirestration Service - AS has spcoasdfilly starked,

EdackBerry Controllar has successfully started.

Click Next:

=¥ BlackBerry Enterprise Server Express Installation - 5.0.1 (Bundle 5) : |

-
BlackBerry® Enterprise Server Express Installation =zs B!ackﬂen’y

Console addresses

To socess the avalable conscles after the installation process completes, copy the Following
sidresses.

BlatkBarry® Adiristration Service sddress:

[BlackBarry Web Desliop Mansger sddrass:
hetps: I SERVER 2003, DOMAIN. COM: 3443 webdeskiop flogin

[+ Open the resdme file when you ane finished the instalation.

Back l Finigh ]

You will be reminded what the address is to access the administration web site. Click Finish.

The software is now installed and ready to use. To access the web administration site, a link will have been added to the
Programs folder on the Start menu:
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El- MNotepad
SOL Server Cor
Manager

ctive Direckory
Compukers

All Programs

1
't‘_ia Microsoft Updake

B2 Windows Catalog
“ Windows Update

Accessaries
BlackBerry Enterprise &
Microsoft Exchange

Microsoft SOL Server 2005 3 @ BlackEerry Server Canfiguration
Startup » &8 BlackEerry Web Deskiop Manager

4 Docurnentakion

Windows Powershel 1.0 »
@ Internet Explorer

L"Ej Outlook Express

.. Remote Assistance

Administr akive Tools »

Log Off @ Shut Dovn

| start | &

Page 21 of 28

Selecting the link will launch the default browser on the server (which needs to be Internet Explorer 6 or later):

*2zBlackBerry.

BlackBerryD Administration Service

Type your Microsof® WindowsE credenlaks

User name: |

Password |

Doenain |

Log musing | Active Directory

Log in ether as the BesAdmin user (using Windows authentication) or as the Admin user (using BlackBerry

authentication):
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2 BlackBerry.

Quick user search
Hase Q

Page 22 of 28

BesAdmin
Lop oyt | Home | Halp

Home

BlackBerry solution management

[ user

E Growp

B Rowe

E softwane

[ Pokcy

[ Administrator user

Devices

[ Astached devices
[E Deployment jobs
[ Wireless activatons

Servers and components
[ BlackBerry Solution topoiogy

Preferences

[Z] My setup

User
{® Creale a user
@ Manage users

Group
(@ Creale a group
@ Manage groups

Policy
@ Creale an T polcy
@ Manage [T pobcies

Software configurations
@I Creale a sofiware configurabon

@ Manage software configurations
Applications
@ Add or update applications

& Manage applcations

Serversand components

Time: dota display defined by

Browser time zone (GMT)

Add the web site to the Trusted Sites group in the Internet Explorer security options area:

intemet Options R )

General | Secunty IPm.-wpl Coetent | Connections | Program: | Advanced |

Sele-nta\-a'eb cortent Zone lo speciy ik secuiky selling:.

® € 0@

e Locd inanet TS BOla Felxe

Trusted sites
Thez zone conkaing 'Web sites that pou Sites...

st ot to MG POUT Computes of
data

- Security el for this zone

Custom
Custom settings.
- To change the settings, chck Custom Level
- T urbe the ecomnmendad settings, chek Default Lewel

Cusomievel. | Defsarlovel |

[ e

CETTEE 2x

You can add and remove Web sibes froe this zone. A1 Wieb sites
in this zone wall use the zone's security setlings.

Agd this Web site to the zorm:

| Ead
Web shes

hettp: [ I"\-"\P ool com ._W I

erasoft o

=

r Rmeeenwverfkmﬂttns)fmdmnu-sm
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And add the web site certificate to the trusted certificate authority folder:

cerencae

Gencral | Detads | Certification Path |

e
[y
L_".E Certificate Information

This CA oot cerbilicate is not teusted, To enable brost,
install this certificate in the Trusted Root Certilication
Authorities sbore.

Issued bor  BES DOMAIN, COM

Tssued by: BES DOMATN.COM

Yalid fromy 24[02]2000 to O5J12[2283

Cestificate Import Wizard e

Certificate Store
Certificate shores are Systefn areas where certificates are kapt.

Windows can sutomatically select a certficate s PR —— }Jﬂ

7 agtomaticaly select the certificate store
Select the certficate store you wank to use,
(= Place sl certificstes in the Following store
Certificate store:

Adding Users

In the Administration web site, select the option to Create a user:
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Create a BlackBerry enabled user

'Wou can creales 8 user so that you can assign and activaie a BElckBerny® device fo the user, The user must exist on your organization’s messagng
BETVET

Search messaging users
Messagng seneer desplay name i Emad address i

San by Inuuh-‘ name - I

®awZ CZoh

O Search () Clear

Selecting Search will display a list of all available users:

Showing 1- 20l 2

B Messaging server display name Email address
| BesAdmn BesAdmnidomain com
I James Liddiand pmesiiidomain. com
Showing 1- 2ol 2
D
s M company arectory
c"' sciory

Tick the user(s) you want to add and click Continue:

Create s BlackBermy enabled user

You can creale a user 50 thal you can assign and acivale a thﬂ!-mry\h} gevice to the user. The user must e on your organization's
MESSAGE Serder

Messaging server display name Email address
Jamés Liddarnd presdoman com

Available BlackBerry Enterpriss Server instances
EBlackBerry Enterprise Server

Select the BES Server the users should be added to (you'll only have one option) and click Next. The users will now be
added to the BES Server.

To associate a device to a user, the BlackBerry handheld itself can be connected directly to the BES Express server via
USB. In the Administration web site browse to Devices --> Attached Devices --> Overview:
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Quick user search
Hame: Q Overdiew

Wiou can view the BlackBerry® device PN and properbes, mformation sbout the user asssgned bo the BlackBerry device, and mose
BlackBermy solution management

=

o .t mpuies

] Sofware Some functonalty of the BlsckBenry® Admnstration Servics & avaiabls because a BlackBemy device & not connected 1o your compuler
& Pabcy

B Admmnistrator user For undotocted Govices, 5Can al ports fof b CoNNected dovice

oeices [ ——

] Attached devices

[E] Deployment jobs
[ Wireless activations

Servers and components

[ BlackBerry Solstion topology

When the device is connected, its PIN details will be displayed:

Quick user search
Hame Cl, Manage current device

'ou Can assign a nevy user ta & Bla rry® device, or a5sign anather BlackBerry device 1o the user, You can also delete all user dala from a Bls
BlackBerry solution management dala from a BlackBerry device, deaciivale a BlackBerry device, and more:

>

| B user
E Group
R

[= .
E senware urrently managed PIN

@ Foicy P 20804016 User
[E Administeator uses

B8 g{d“tﬂ Grvices To manage a differént BlackBerry® dévice thal B connécled to your computer, cick one of the folowing Pis

20BDA01E, USB No BlackBerry sarvices are being deivered 1o this device, wich you fe Cufrently managing
[E Denkoyment ks {7) Remove user dat
[ Wirgiess activations () Deieta st de
P
o

Select the option to Assign current device to a user. Select the user you want to associate the device with:

Manage current device

W'ou Can assign a new user to o BlackBerry® device, or assign ancther BlackBerry device to the user. You can aiso delete ol user data from a BlackBerry device, all BlackBerry device
data from a BlackBerry devica, deactivate a BlackBe javice, and more

The device

1 &8 conmech

Currently managed PIN

| Pl 208DAN1E Uiser: James Liddard

To manage a different BlackBermy® device that is connecied 1o your compuder, cick one of the folowing PiNs:

The BlackBerry Entarprise Server & debverng the BlackBerry services in this device to the indicated user. which you ars cumently
managing

208064016, USB

Chrac 00 & e

The device will now be associated to the user and will automatically activate itself and begin to download user mailbox
data.
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Troubleshooting

If you encounter any problems adding or activating users, first verify that all BlackBerry services have started and are

running correctly:

%BlackBerrv Administration Service - Application Jerver
%BlackBerrv Administration Service - Mative Code Container
%Blackﬂerrv Alert

%Blackﬂerrv Attachment Service

%Blackﬂerrv Contraoller

%BlackBerrv Dispatcher

%Blackﬁerrv Mail Store Service

%Blackﬁerrv MD3S Connection Service

%Blackﬁerrv Policy Service

%BlackBerrv Router

%BlackBerrv Synchronization Service

Exchange Permissions

This is the ...
This is the ...

when confi...
Converts a...

Monitors k...

Performs d...
Provides all...

Provides s...

Supporks w...

Manages L.,

Synchroniz, ..

Skarted
Skarted
Skarted
Started
Skarted
Started
Started
Started
Started
Skarted
Skarted

Aukomatic
Aukomatic
Aukomatic
Aukamatic
Aukamatic
Aukamatic
Tanual

Autamatic
Manual

Aukomatic
Maral

DOMAIN,
DOMAIN, .,
DOMAIN .,
DOMAIN,. .,
DOMAIN,. .,
DOMAIN,. .,
DOMATN,. .,
DOMATN,. .
DOMATN, .,
DOMAIN, .,
DOMAIN. .,

The commonest cause of problems when troubleshooting issues with a BES installation is that the correct permissions

have not been assigned to the BesAdmin user on the domain and the Exchange server as detailed above.

Included with the BES Express software is a utility called "IEMSTEST" which can verify the BesAdmin user's access to

specific user mailboxes.

The utility lives in the C:\Program Files\Research In Motion\BlackBerry Enterprise Server\Utility folder and needs to be

run at the command line:

Select the BlackBerryServer MAPI profile when prompted:

x4

Frofile Nasne [m—ﬂ Hew

Select the user account you wish to query:
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E
L] El

Hsw | Propeiias | Fing

[ ok | ool | e |

The permissions will be tested:

BlackBerry Enterprize Server Utility — IEMSTest.exe (IExchangeManageStore). Uers
ion 1.8

Copyrdight ¢c» Research In Motion. Ltd. 1997. All rightsz »

Opening Default H ge Store Hailbox — BesfAdmin

ng message store u
dm =Rec

Ha;lhnx opened =
: Root Folder o LErI
Fnldur create

Server H&Ez. 5ERHEF£E 3
0 Hailbox DH: so=domainsou=Firs ] rative Group.

logon successful
default calendar Folder succ ul
calendar folder name successful: *Calendar’
test completed suce ully
Jnnn- Llﬂﬂlﬂrdv Ho Send Az permi the (DOMAIN-besadmin} account operator

C:xProgram Files“Research In Motion“BlackBerry Enterprise Serverslltility?

As you can see from the above screenshot this test has indicated that the BesAdmin account does not have Send As

rights on my James Liddiard user account. Once I verify my permissions, re-running the test indicates that all test have
passed successfully:

£

BlackBerry Enterprise Server Utility — IEHETest. {IExchangeHanageStore). Ue
ion 1.8

Copyright {c) Research In Hotion,. Ltd. 1999. All rights reserved.

0

pening Default He ge Store Hailbox hesadnin
WJames Liddi;rd:‘ﬂpe

roupScn=Recipients
roupSen=Conf iguratio

Hailbox ope
Root Folder opcn:ﬂ
older created suce
: Test folder deleted
: WAPI test completed succe
: COO Server Hame: SERUVERZ2O83
CDO Hailbox DH: Ao=domainsou=First Administrative Groupscn=Recip

Ch) logon successful
: Get default calendar folder suco ful
Get calendar folder name successful: *Calendar’
CDhD test completed successfully
fetive Directory permis ; test completed successfully

IC:Progran Files“Research In Hotion“BlackBerry Enterprise Serverslltilituyld

< Installing BlackBerry Enterprise Server Express up Installing BlackBerry Enterprise Server Express
for Exchange 2007 for Lotus Domino >
Like Be the first of your friends to like this.
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= Printer-friendly version 27021 reads [} PDF version BES BES Express BlackBerry RIM

Twitter Feed

1day 3
WinRumors - Windows Phone 7 Connector for Mac version 1.1 released - http://bit.ly/gs7Uht v

hours ago
) . 2 days 2

BerryReview.com - Google Maps for BlackBerry v4.5.3 Released - http://bit.ly/dTReFy
hours ago
BlackBerry Protect Beta now available in Europe - 3 days 4
http://appworld.blackberry.com/webstore/content/20844?lang=en hours ago
BlackBerry Enterprise Activation available for BIS users - http://blog.brightpointuk.co.uk/blackberry- 3 days 5
enterprise-activation-bis-users hours ago
Inside BlackBerry - how to send videos using your BlackBerry - 3 days 5
http://helpblog.blackberry.com/2011/03/send-video-using-blackberry/ hours ago
) ) . . . 3 days 6

Microsoft System Center Configuration Manager 2012 Beta available - http://t.co/sjZBDIn
hours ago
1of10 >
| @« Drupal |
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